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Computer viruses are big threat to computer world; researchers doing work in this area have made various 
efforts in the direction of classification and detection of these viruses. Gr
some latest research activities in this field. The computability theory and the semi computable computable functions 
are quite important in our context of analyzing malicious activity. A mathematical model like rando
program machine with the association of attached background is used by Ferenc Leitold while explaining modeling 
of viruses in his paper. Computer viruses like polymorphic viruses and metamorphic viruses have more efficient 
techniques for their evolution so it is required to use strong models to understand their evolution and then apply 
detection followed by the process of removal. Code Emulation is one of the strongest ways to analyze computer 
viruses but the anti-emulation activities made b
could be a crucial step to analyze the behavior of malicious codes. 
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I. Introduction 
An assembly language is a low

programming language for, programmable device, in 
which there is a very strong (generally one
correspondence between the language and the 
architecture's machine code instructions. Each assembly 
language is specific to particular computer architecture, 
in contrast to most high-level programming lan
which are generally portable across multiple systems [1].

Assembly language is converted into executable 
machine code by a utility program referred to as an 
assembler the conversion process is referred to as 
assembly, or assembling the code [1]. 

Assembly language uses a mnemonic to 
represent each low-level machine operation or opcode. 
Some opcodes require one or more operands as part of 
the instruction, and most assemblers can take labels and 
symbols as operands to represent addresses and 
constants, instead of hard coding them into the program. 
Macro is a   facility so that assembly language text can 
be pre-assigned to a name, and that name can be used to 
insert the text into other code. Many assemblers offer 
additional mechanisms to facilitate progr
development, to control the assembly process, and to aid 
debugging [1]. 
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Abstract 
Computer viruses are big threat to computer world; researchers doing work in this area have made various 

efforts in the direction of classification and detection of these viruses. Graph mining, system call arrangement are 
some latest research activities in this field. The computability theory and the semi computable computable functions 
are quite important in our context of analyzing malicious activity. A mathematical model like rando
program machine with the association of attached background is used by Ferenc Leitold while explaining modeling 
of viruses in his paper. Computer viruses like polymorphic viruses and metamorphic viruses have more efficient 

eir evolution so it is required to use strong models to understand their evolution and then apply 
detection followed by the process of removal. Code Emulation is one of the strongest ways to analyze computer 

emulation activities made by virus designers are also active. The study of assembly language 
could be a crucial step to analyze the behavior of malicious codes.  

Assembly Language,  Malicious Codes. 

An assembly language is a low-level 
programming language for, programmable device, in 
which there is a very strong (generally one-to-one) 
correspondence between the language and the 
architecture's machine code instructions. Each assembly 
language is specific to particular computer architecture, 

level programming languages, 
which are generally portable across multiple systems [1]. 

Assembly language is converted into executable 
machine code by a utility program referred to as an 
assembler the conversion process is referred to as 

sembly language uses a mnemonic to 
level machine operation or opcode. 

Some opcodes require one or more operands as part of 
the instruction, and most assemblers can take labels and 
symbols as operands to represent addresses and 

instead of hard coding them into the program. 
Macro is a   facility so that assembly language text can 

assigned to a name, and that name can be used to 
insert the text into other code. Many assemblers offer 
additional mechanisms to facilitate program 
development, to control the assembly process, and to aid 

Figure1 Assembly language between high level language 
and machine level language

Figure 2. Metamorphic virus assembly file
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The concepts of assembly language and description of 
the commonly used assembly language instructions is 
given here. The stack setup and arrangement of local and 
global variables inside the stack is done in assembly file. 
fastcall, stdcall, this call are some of the ways by which 
functions are called in a program. Local, global and 
imported variables and their identification in assembly 
are essential for assembly code analysis. Multiplication, 
Division and modulo are some of the arithmetic 
operations used in assembly file. Malicious codes have 
created various typical challenges for antivirus designers. 
The static methods for virus detection don’t work for 
metamorphic viruses due to their varying nature. The 
mutating behaviour of metamorphic viruses is due to 
their adoption of code obfuscation techniques[2][3][4].  
 a)  Dead code insertion 
 b) Variable Renaming 
 c)  Break and join transformation 
 d) Expression reshaping 
 e) Statement reordering 

 

 
Instruction traces of assembly languages 

 
Opcodes frequency in normal file 

 

 
Opcodes frequency in malicious file 

 
II. Conclusion 

Malicious codes are big threat that needs to be 
analyzed very seriously. There are various approaches 
that have been used by researchers working in this 
domain. Pattern analysis in assembly code is a way to 
analyze malicious codes. 
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